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Agenda

= |ntfroduce our hosts and sponsors
= Meeting logistics

= |nfroduce our panelists

= Kathleen Lucey from EMC - “Getting Ready”

= Mark Carroll from BU — “Running a Successtul BIA”
= Don Byrne North River Solutions — “Using the Information”

= Begin the presentations

= Questions from the attendees
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Newsworthy

_; RISK MANAGEMENT AND WORKPLACE VIOLENCE PREVENTION PROGRAMS
—“, Business Impact Analysis Wehinar: Methods and Technigues that Work!
—9' Business Continuity and Benchmarking Professional Practices

—w Cyber Security: Internet Protocol version 6 (IPvE)

= E-Discovery 2010 SochaiGelbmann Survey Discussion

find out more... » .;"’ find out more...
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3 Follow-On Activities

1. All questions listed at www.continuitycompliance.org

2. This session Is recorded for playback

3. A linked-In group entitled “ACP Edu. Webinar Series

Q and A Forum” has been set up. All questions will
from this session will be posted on this group for further
discussion.
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Consulting & IT Services

Accelerate the strategic value and impact of information
throughout your enterprise. Leverage EMC expertise to lower
costs and risk, ensure optimal performance and business
agility, and create greater customer value and new business
opportunities.

Wy EMC
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Boston University Distance Education
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* Overview * Course: * Reguestinfo

Overview

This MS specialzation in Business Continuity, Security & Risk Management builds on four-
course curnculum of the Boston University Online Graduate Certificate in Risk Management
& Organzational Continuity).

Desgned to provide the tools and concepts necessary to plan for, prevent, and—when
neseded—successfully respond to disruptions in business operations, this concentration
provides a review of important issues relating to business continuity, secunty, information
and matenals management, as weall as nsk management from a planning, operations, and
response perspective. Topics presentad include incident response and disaster recovery,
compliance issues, and systemwde nsk analysis. Business continuity s viiewed
organzationally to include all company operations, and addresses information, computer
systems, infrastructure, personnel, and supply chain, as well as emergencies emanating from
man-made and natural disasters.

With appropriate advanced planning. you can use degree electives from your onlinge Master of
Science in Business Continuity, Security & Risk Management to satisfy up to two required
courses in an Administrative Sciences graduate certificate program—ieaving only two
additional courses to be completed in order to receive a graduate-level certificate.
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Welcome

ynpany
About Us
Partners
Client Stories
Why Choose Us?
Contact North River Solutions

North River Solutions, Inc. Quicklinks

We help build highly resilient organizations that meet the performance demands of Resiliency1
today’s 24x7 world economy. North River Solutions is a diverse company with a Index
worldwide presence. Every member of our executive team is a former CEO or

President of a successful company. We know how to get things done - from ICOR

planning to implementation. North River expertise includes: auditing, business
continuity planning, compliance and regulatory management, operational

resiliency, sales management, data center operations, engineering, executive News
training, storage management, and marketing. Our experience spans many

Training Schedule

industries including: Contact Us
e Food Services Download
+ Financial Services e Tourism and Travel "
 Healthcare & Medical Imaging e Supply Chain Libra ry
« Energy Exploration Management
e Transportation (Air, Sea, Road, ¢ Retail Operations
Rail  General Software

Startup
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Getting Started on a BIA

= Educate: begin with yourselt...

= Assess the level of tirm awareness/knowledge
= Find a C-level champion/sponsor

= Develop your arguments

= Develop your presentation

EMC

16 here information lives



Educate: How much do YOU know?

= Readings, conferences, websites:
= Articles at www.continuitycentral.com
= Articles at www.continuitycompliance.org
= BCl GPG at hitp://www.thebci.org/gpg.htm
= Various BIA classes (online and in-class)

= BIA =
= Impact analysis of an interruption

= C.RRA.

= Risk Assessment

EMC

17 here information lives


http://www.continuitycentral.com/
http://www.continuitycompliance.org/
http://www.thebci.org/gpg.htm

Firm awareness/knowledge?
= Past experience: BIA/BC Plan

= Successes....or failures?
= Stable or constantly changing?
= Risk appetite?

= Audit awareness

EMC

18 here information lives



C-level champion/sponsor?

Llook to CFO, CIO, revenue-generating business unit

Someone who can carry your message to her/his peers

Stay away from insurance or other cost centers

Audit awareness?

19
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Develop your arguments
= Analysis of BIA information yields:

= Mitigation strategies
= Continuity strategies

= These strategies become the BC Plan

= So how do you get to a GOOD plan without
a BlA¢

EMC

20 here information lives



Develop your presentation

= Very brief intro — 2 minutes (2 slides)
» Define the BIA benetits in ONE slide

= Propose 3 alternatives:
= Do nothing

= Do a pilot

= Do it all at once

EMC

21 here information lives



Close the dedl

= Demonstrate the inadequacies of #1 and #3

= Demonstrate the strengths of #2: pilot

= Do not go into the details: that comes later.

= Finish in 10 minutes

EMC

22 here information lives



Don’t sweat the details

Initial management buy-in allows you to go through the

normal project funding process
Costs, tunding, strategy
Project Plan

Count on some time to get specitic approval

28
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Know the deal you have closed

= Key project phase of an overall program

= BIA is cornerstone of program
= Pilot phase is key proot-of-concept or primary phase of BIA
project
= Pilot provides early success/deliverable(s)

= BIA effort should be properly structured as a project
= Timetable, Milestones, Deliverables
= Leverage existing organizational project methodology (e.g.,

Waterfall, AGILE, LEAN, etc.)

= BIA is ongoing process

= Maintenance (Annually?) BOSTON
UNIVERSITY

25




Def

Pilot

ine holistic framework or approac

De
function or site landscape

Phase
leverage C Level support into the C (-) level and
peyond
Detine pilot process and timetable (publish!)

N

ermine scalability, synergies, valic

depth

= BIA process can evolve/develop over time

= Pilot functions should be achievable/representative fisoston
UNIVERSITY

26
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Don't attempt to boil the ocean either with breadth or




BIA Considerations

= [dentity key impact dimensions *
= Regulatory/Statutory (both direct and indirect)

= Contractual (both customer and vendor)

» Certifications/Validations
= Current (e.g., ISO 900x) and planned (e.g., BS25999)

= Business Operations
= Financial Impact
= Supply Chain Factors

= Future business considerations (product/market)

* With Special consideration for Reputation/Brand
UNIVERSITY
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BIA Process: The What

= Essentially a data collection and validation effort
= Questionnaire-based (but not a survey)
= Obijective assessment/review of all processes
= Consistent domain of questions, inputs across all
functions
= Consistent / standard deliverable (output)

= Must include inventory of all functions/processes
= Critical functions cannot be assumed so, but are
determined by process

= Universal yardstick is dollars ($) lost
= Not always understood or agreed (but make it so)
= May require some assumptions or translation for certain
functions

= Not dollars delayed (except as loss component)

UNIVERSITY
28




OK, so what about Systems?

= Not a factor at this stage (at least not usually)
= Typically (strictly?) a supporting activity (not unlike HR,
Facilities, efc.)

= But, there could be special considerations in INFOSEC

realm
= Intellectual Property (e.g., Research, Manufacturing)

= Privacy (e.g., Healthcare, Financial Services)
= Case can be made for a Personal Impact Assessment (PIA)

BOSTON
29 UNIVERSITY




Results/Deliverables *

= Detined process for executing a BIA
= Immature at this stage; needs to evolve and grow over time
= Heuristic process with improvements from learnings
incorporated

= Completed BIA process for Pilot functions (something in

the can!)
= Basis for plan development
= Baseline for other tunctions as BIA process rolled out

= Project plan for full BIA rollout
= Timings from pilot process

* All with Senior Management’s blessing

UNIVERSITY
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Before Presenting The Report

Reviewed and verity your findings
That the final report contains no surprises

That you have summarized the information for

management

Be as graphical as you can

Be as clear as you can!

32
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Set Priorities

Prioritization of Processes by Recovery Time Objective (in Hours)
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RTO and RPO

Business
Interruption

RTO

(Processes)

Wks Days Hrs Mins Secs Secs Mins Hrs Days Wks

Recovery Point Recovery Time

Sync Clustenng

Strategy P Replication REGHE

Replication Replication
Online
Tape Restore Tape
Backup Restore

MTPod

Disaster Resume
Declaration Critical

Assessment Business
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Disaster

Damage
Declared

Assessment

Last Available Maximum Tolerable Outage
Data Backup
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Another Perspective

m Suggestion: Don’t present your tindings as
part of your Business Continuity Plan!

Business Continuity Plan

Eme. nency Emplov .e
Respo. <e Prot .tion

Facility - Supply
Recovery r e Chain
Plan » Plan
IT
Recovery

NORTH
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Other Ways To Use the Information

Assist with capacity capabilities for growth and long-
term planning (IT, Supply Chain, HR, Facilities, etc.)

Corporate dependencies on outside contracts that
merit greater attention.

Protection and Spoliation of vital records

Potential regulatory violations
Satety and Security considerations

“Downsizing” and “right-sizing” activities

A Topaz 44 Company



Closing Comments

Present meaningtul, verified tacts

That have value to management (i.e., new information)

In a clear and graphical manner
Using plain language (i.e., no buzz words)

So that mere mortals can understand the findings

And don't limit yourself to just BCP Planning issues

80




Thanks To Our Panelists

Kathleen Lucey kathleen.lucey@emc.com

Mark Carroll MarkCarroll 100@aol.com

Don Byrne Dbyrne@NorthRiverSolutions.com

40
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Now - It’s Your Turn
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Final Words

Our Hosts Our Sponsors
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Questions ,Comments, Suggestions

webinars@metrix411.com



Business Impact Analysis:
Vieinocds ancd Tecnnicues inat Work!




